
Donôt worry, Be MAPI ;-)

ʃʰˏ˂ˇˌ ɼʰ˂ˇʴʶˊʱˌ

ɱʽ˗ˊʴˇˌ ɮ˄ʵˊʾˍˋˇˌ



ɮˋ˒ʱ˂ʶʽʰ ɶ˂ʶˁˍˊˇ˄ʽˁʺˌ 
ɮ˂˂ʹ˂ˇʴˊʰ˒ʾʰˌ

Åʃˊˇˋˍʰˋʾʰ ʰˉˈ ɹˇˏˌ

Åʃˊˇˋˍʰˋʾʰ ʰˉˈ ʰ˄ʶˉʽʻˏ˃ʹˍʹ ʰ˂˂ʹ˂ˇʴˊʰ˒ʾʰ 
(SPAM)

ʅʶ ˉˇ˂˂ʰˉ˂ʱ ʶˉʾˉʶʵʰ

Åʆʶˊ˃ʰˍʽˁˈ ʇˉˇ˂ˇʴʽˋˍʺ

ÅMail Server

ÅGateway
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ÅMail Phishing

Åʃˊˇˋˍʰˋʾʰ ˍʰˎˍˈˍʹˍʰˌ ˔ˊʺˋˍʹ ˁʰʽ ʰˋ˒ʱ˂ʶʽʰ 
ˁʰˍʱ ˍʹ˄ ˃ʶˍʰ˒ˇˊʱ ˃ʹ˄ˎ˃ʱˍ˖˄Φ

ïɮ˄ʰˋ˒ʱ˂ʶʽʰ ˍˇˎ SMTP(SMTP/S over TLS)

ïɴ˂ʶʴ˔ˇˌ ˃ʶ MAPI (Encrypted MAPI)

ïSender ID Framework (SPF)

ïʌʹ˒ʽʰˁʺ ʆʰˎˍˈˍʹˍʰ
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Åɴ˂ʶʴ˔ˇˌ ˁʰʽ ʃˊˇˋˍʰˋʾʰ ɲʶʵˇ˃ʷ˄˖˄

ïʃʰˊʶ˃ˉˈʵʽˋʹ ʵʽʰˊˊˇʺˌ ʶˎʰʾˋʻʹˍ˖˄ ʵʶʵˇ˃ʷ˄˖˄

ïɴ˂ʶʴ˔ˇˌ ʵʽʰˁʽ˄ˇˎ˃ʷ˄˖˄ ˉ˂ʹˊˇ˒ˇˊʽ˗˄

ʅˍˈ˔ˇˌΥ ʃʰˊʶ˃ˉˈʵʽˋʹ ˃ʹ ʶ˅ˇˎˋʽˇʵˇˍʹ˃ʷ˄ʹˌ 
ʵʽʰˁʾ˄ʹˋʹˌ ʶˎʰʾˋʻʹˍ˖˄ ʵʶʵˇ˃ʷ˄˖˄ 
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Rights Management Service

Åʆʶ˔˄ˇ˂ˇʴʾʰ ˉˊˇˋˍʰˋʾʰˌ ˉ˂ʹˊˇ˒ˇˊʽ˗˄ 
ʲʰˋʽˋ˃ʷ˄ʹ ˋʶ ˉ˂ʰˍ˒ˈˊ˃ʰ Microsoft Windows

ïʁ ʋˊʺˋˍʹˌ ˇˊʾʸʶʽ ˉˇʽˈˌˁʰʽ ˍʽɻʽˁʰʽ˗˃ʰˍʰ ʻʰ ʷ˔ʶʽ 
ˋˍʹ˄ ˉ˂ʹˊˇ˒ˇˊʾʰ

ïʃˊˇˋˍʰˋʾʰ ˃ʹ˄ˎ˃ʱˍ˖˄ ˇˉˇˎʵʺˉˇˍʶΣ ʶ˄ˍˈˌ ˁʰʽ 
ʶˁˍˈˌ ʶˍʰʽˊʶʾʰˌ.

ïʆʰ ʵʽˁʰʽ˗˃ʰˍʰ ʴʽʰ ˍˇ ζˉˇʽˈˌ ˁʰʽ ˍʽη ˍʰ˅ʽʵʶˏˇˎ˄ 
˃ʰʸʾ˃ʶ ˍˇ ˃ʺ˄ˎ˃ʰ
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ʅˎ˄ʶˊʴʰˋʾʰ Exchange 2010 ˁʰʽ Rights 
Management Service

ȷɡŰɧɛŬŰɧɠ Ƀɟɘůɛɧɠ ɄɟɞůŰŬůɑŬɠ ȹŮŭɞɛɏɜɤɜ:

ÅTransport Rule ɔɘŬ ŮűŬɟɛɞɔɐ RMS template ůŰɞ ɛɐɜɡɛŬ 

əŬɘ ůŰŬ ůɡɜɖɛɛɏɜŬ Űɞɡ

ÅɃɘ Transport Rules ɡˊɞůŰɖɟɑɕɞɡɜ əŬɜɧɜŮɠ ɔɘŬ ɏɚŮɔɢɞ 

ɛɏůŬ ůŰɞ ɗɏɛŬ, ůŰɞ ɛɐɜɡɛŬ, ŬəɧɛŬ əŬɘ ůŰɞ ůɡɜɖɛɏɜɞ.
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ʅˎ˄ʶˊʴʰˋʾʰ Exchange 2010 ˁʰʽ Rights 
Management Service

ɮˉʰʽˍʺˋʶʽˌΥ
ÅMicrosoft Active Directory

ÅWindows Server 2008 RMS



ʅˎ˄ʶˊʴʰˋʾʰ Exchange 2010 ˁʰʽ Rights 
Management Service

SCP: Service Connection Point
RAC: RMS Account Certificate
CLC: Client Licensor Certificate 



ɶ ʰ˄ʱʴˁʹ ʴʽʰ Archiving ˃ ʹ˄ˎ˃ʱˍ˖˄

ʃˇˎ ʶʾ˄ʰʽ ˍʰ Email ̀ ʰˌ Κ

SharePoint

Webmail

Third Party Archive
Backups

Exchange

Server

Outlook PSTs


