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Wireless Communications
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Stream Cipher Problems
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WEP Authentication
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WEP Encryption
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WEP Tricks
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In action
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WEP Live hack demo
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TKIP Exploit
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TKIP Exploit
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WPA Exploits ©~ ° brute force

A Offline Cr:

A GPU hack o S o
R T

A Core 2 Du _g#% 2 Y VAN

A N Adluste TR as

YA N yys/sec
A Password 4t e | L hoh
16M01.0ccicaie....0 . - T > T @
Ap' <hi "™ MHH®OMCyYy 48 87 " <[~ h
A Full password (all asciichars) & ~ h ¢ " " . A "8 Hy

'>W'BI éq3>"/\5.0

=2 | | QT4

""‘/ - /‘ CONNELCTIONS




N "1 h «B ° h

A Windows:

I Cain (+Abel).

I Netstumbler.

T KisWin.

I CommView for WiFI.
A Linux:
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Script kiddies

In hacker culture, a script kiddie, or skiddie, occasionally scripf bunny, skid, script kitty, script-running juvenile {SRJ), or similar, is a
derogatory term used to describe those who use scripts or programs developed by others to attack computer systems and networks. It is
generally assumed that script kiddies are juveniles who lack the ability to write sophisticated hacking programs or exploits on their own, and

that their objective is to try to impress their friends or gain credit in computer-enthusiast communities.["
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WPA/WPAZ2 Live hack demo

A Password list
A Prehashed list




] h << A N T

A Windows Server 2008
I Active Directory Domain Services
I PKI Infrastructure (Certificate Services)
I Network Policy Services (NRRADIUS
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A Clients> 8Windows XP SP3, Vista, Windows 7

=2 || WTyl

CONNELCTIONS




w">h h |5/\|5(’1),|"“”

An' ¢ h _ hWwindbws 2008 AD

An: ¢h h°  hNPS+adthorization)

A n' ¢ h _ hCertificate Services

ANCL Y 0 Y T oY sy A
I Workstation AuthenticationX sAutoenrolment! * Domain

Computers)

i User & sAutoenrolment! * Domain Users)

Anas = 1 7~ Ygutoenrolment _ GP

Anp" <. 'AP _hdient’ _ RADIUS
An¢ _ w<sWireless 802.1X Wizard

=2 || WTyl

CONNELCTIONS




w">h h B/\B('Z)JV'V’

Afp e _ " >ap " h v
I n" <.WPA2 Enterprise (WPA2 RADIUS)AP
i p" <. P NPS _° TRADIUS _AP
I n" <.  ‘'secret. T RADIUS _AP
Af =~ s Y ' >@lientsh _ . A
i p" <. ‘doman ‘" h Ab L' >computer ' ° I N
certificate)
T [ <h . tlogint * W Aduthénticated used - © _ 8 | A D
L > 7 7 user‘certificate)”

=2 || WTyl

CONNELCTIONS



WPA 2 Enterprise

A Live Demo (server side)
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