
Troubleshooting Bits & Bytes

Λύνοντας προβλήματα στο “καλώδιο”

Θανάσης Διόγος – Χρήστος Σπανοσγάκης



•Σχεδόμ κάθε ηλεκτρομική συσκευή σήμερα έχει δυματότητες 

δικτύωσης που βασίζομται στη σουίτα tcp/ip

•To TCP/IP υπάρχει και χρησιμοποιείται από τη δεκαετία του 

80’ και ακόμα αποτελεί για αρκετούς «μαύρο κουτί»

Γιατί Network Tracing;



•Καλύτερη καταμόηση της δικτυακής κίμησης και τωμ 

πρωτοκόλλωμ/διαδικασιώμ

•Δπίλυση καθημεριμώμ προβλημάτωμ

Οπότε;



Βασικά πρωτόκολλα



• Provides physical 48-bit addressing (00-24-14-79-42-31)

• Resolve the next-hop IP address of a node to 
its corresponding media access control (MAC) 
address
– CƻǊ ŘƛǊŜŎǘ ŘŜƭƛǾŜǊƛŜǎΣ !wt ǊŜǎƻƭǾŜǎ ǘƘŜ ŘŜǎǘƛƴŀǘƛƻƴΩǎ Lt ŀŘŘǊŜǎǎ 

– For indirect deliveries, ARP resolves the IP address of a neighboring 
router

• ARP exchange:
– Broadcast ARP Request

– Unicast ARP Reply

ARP Protocol



• ARP entries can be viewed by doing a ARP ςa
• Default cache entry TTL is 3 minutes
• First half of MAC is OUI (Organizationally Unique 

Identifier)
• http://standards.ieee.org/regauth/oui/index.shtml

ARP Protocol



• Provides logical addressing on layer 3

• Uses IP address and Subnet Mask to 
determine local network

• Provides routing

• Interface for upper layer protocols (tcp, udp)

IP Protocol



Types of IP traffic

• Unicast ςdestined to a specific host device 

• Broadcast ςdestined to all host devices 
sharing the same network

• Multicast ςdestined to a specific host devices 
which belong to a multicast group



ICMP(Internet Control Message Protocol)

• Used to communicate network device status

• Applications can utilize ICMP

• ICMP is multi purpose, have different code and type

Examples:

Ping

Route redirect (Type:5, code:1)



TCP Protocol

• Connection oriented

• Flow control

• Provides service addressing (http:80, smb:445, 
etc)

• Applications hand data to TCP, TCP manages 
data delivery ensures data has arrived at 
destination, no application intervention 
required



TCP Session Establishment

• SYN 

• SYN ςACK

• ACK



TCP Data Flow

• Ack

• Push/Ack

• Ack



TCP Session Termination

• FIN ςACK 

• ACK

• FIN ςACK 

• ACK



TCP Session Reset

• PSH/ACK or ACK

• RST



UDP Protocol

• Connectionless 

No session establishment

No delivery verification mechanism

• More Efficient  and Faster

Less Overhead, data is just sent!

• Data flow maintained from APPLICATION!!



UDP Usage
• WINS Queries  (Port 137)

• DNS Queries (Port 53)*

• Host announcements (Port 137)

• Kerberos (Port 88)*

• VoIP

* May use TCP based on payload data size. (max 512 bytes)



Application Protocols

• DNS (53 tcp/udp)

• DHCP

• SMTP (25 tcp)

• HTTP (80 tcp)

• SMB (445)

• RPC (135 -> 1024)

• FTP (21 tcp)

• Kerberos (88 udp/ tcp)



App: DNS, HTTP, SSL, SMTP etc.

Transport: TCP

Internet: IP

Network Access: ARP

TCP/IP Model



Normal Communication

TCP Packet

HTTP  = TCP 80 port

Get IP Address

Get MAC Address

http://intranet.contoso.local

Cache, ipconfig/ displaydns
Hosts, %windir%\ System32\ drivers\ etc
DNS, WINS over network

Cache, arp -a
ARP resolution over network

Local or Remote?Same subnet -> LocalDifferent Subnet -> Routing

Decide routing
Host, route print
Network, route print
Default Gateway, ipconfig- route print

Get Router MAC Cache, arp -a
ARP resolution over network

http://extranet.contoso.com



TCP 3-way Handshake

SYN

SYN/ACK

ACK

1037 801037801037 80



TCP End Communication (FIN)

FIN/ACK

ACK

ACK

1037 801037801037 80

FIN,ACK



TCP End Communication (RST)

ACK

RST

1037 801037801037 80



Netstat, tcpview, cports

• Netstat ςano, state and PID



CLOSED
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SYN SENTSYN RCVD

ESTABLISHED

TIME WAIT

CLOSING

CLOSE WAIT

LAST-ACK
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r:SYN/s:SYN-ACK

Active Open
s:SYN

r:SYN/s:SYN+ACK

r:ACK
r:SYN-ACK/s:ACK

s:FIN

s:FIN

r:FIN/s:ACK

r:ACK (of FIN)r:ACK (of FIN)

r:FIN/s:ACK
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r:FIN/s:ACK
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Active Close
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TCP States



Μέσα από τομ sniffer!

Χρήση βασικώμ φίλτρωμ



Capture vs Display Filters

• Capture filter applied while network tracing 
controlling data being captured
– Generally we want to capture all traffic

• Display filter applied any time to control what 
is displayed



ʅˎ˄ʺʻʹ ˒ʾ˂ˍˊʰ

• tcp.port == <xxx>, udp.port == <xxx>

• ip.addr == <xxx.xxx.xxx.xxx>, ipv4.address

• http, dns, dhcp, bootp, kerberos, ftp etc

• Filter separators: 
&&, ||, !, ==



ʃˊˇʲ˂ʺ˃ʰˍʰ ˉˇˎ ʸʹˍˇˏ˄ ˂ˏˋʶʽˌ



Common connectivity problems



DNS 

• Common dns traffic

• DNS over TCP?

• O ILM ̫ ˔ʶʽ ˉˊˈʲ˂ʹ˃ʰ ˄ʰ ˃ʽ˂ʺˋʶʽ ˃ʶ ˍˇ 
Active Directory



DHCP

• DHCP normal traffic (DORA)

• Not able to get IP



FTP

• Inspect downloaded files

• Password clear text?



RPC

• How RPC works

• Ports?

• Firewall configuration



RPC



Kerberos 

• Normal Kerberos logon

• Huge traffic between network sites

• RPC Server is unavailable



Kerberos 



HTTP

• Get, Post commands

• Everything is clear text

• Basic Authentication



HTTPS and decryption

• Need server certificate exported with private 
key

• Convert certificate to .pem file

• Configure wireshark for decryption



Misc Problems

• RPC Server again unavailable, during logon

• RDP connection problem, ICMP!

• RDP connection problem, MTU!

• SQL, SMB connection error

• DCOM Error every five minutes

• Windows update problem!!

• Port scanning



Wireless Monitoring

• Filter 

Wifi.metadata.irssi or wifi.metadata.rate



Sniffer Placement 

• Host installation

• HUB

• Monitor port (spanning port)

• Network TAP



Δυχαριστώ πολύ!

Καλό 

network tracing 

J


