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Troubleshooting Bits & Bytes

AuvovTtac TTPORANUATa OTO “KAAWDIO”

@avaong Aidyog — XpoToG ZTTAVOUYAKNG



[att Network Tracing;

2 Xe00V KABE NAEKTPOVLIKI) CUCKEUN ONHEPA EXEL OUVATOTNTEC
dIKTuwong mou Bacilovtal otn coulta tcp/ip

*To TCP/IP umtapxel Kat XxpnolpoToleital amo tn OEKAETIA Tou
80’ Kal akopa AaTmoTEAEL Yla ApKETOUC «paupo KouTi»

CONNELCTIONS



Omnote;

*KaAutepn Katavonon tng OIKTUAKNG Kivnong Kal Twv
TPWTOKOAAWYV/ OladIKaACIwY

*EmiAucn kKabnpepvwy TPpoBANUATWY
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ARP Protocol

* Provides physical 48it addressingozs14794231)

« Resolve the nexthop IP address of a node to
Its corresponding media access control (MAC)

address
—~ C2NJ RANBOU RSfAOUSNARASaszs ! wt NBaz2f gsa
— For indirect deliveries, ARP resolves the IP address of a neighbofing

router

* ARP exchange:

— Broadcast ARP Reguest
— Unicast ARP Reply
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ARP Protocol

ARP entries can be viewed by doing a ARP
« Default cache entry TTL is 3 minutes

 First half of MAC is OUI (Organizationally Unigue
dentifier)

. 1ttp://standards.ieee.org/regauth/oui/index.shtml

Source Destination Protocol Mame Description

10.1.53.131 10,1.52.9 ARP ARP:Request, 10.1.53.181 asks for 10.1.52.9

10.1.52.9 10.1.53.181 ARP ARP:Response, 10.1.52.9 at 00-14-3E-1D-68-4E

10.1.53.181 10.1.52.9 ICMP [CMP:Echo Reguest Message, From 10.1.53.181 To 10.1.52.9
10,1.52.9 10.1.53.181 ICMP ICMP:Echo Reply Message, From 10.1.52.9 To 10.1.53.181
10.1.53.181 10.1.52.9 ICMP ICMP:Echo Reguest Message, From 10.1.53. 181 To 10.1.52.9
10.1.52.9 10.1.53.131 ICMP ICMP:Echo Reply Message, From 10.1.52.9 To 10.1.53. 181
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IP Protocol

Provides logical addressing on layer 3

Uses IP address and Subnet Mask to
determine local network

Provides routing
Interface for upper layer protocols (tcp, udp)
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Types of IP traffic

* Unicastc destined to a specific host device

* Broadcast destined to all host devices
sharing the same network

* Multicastc destined to a specific host devices
which belong to a multicast group
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|C M P(Internet Control Message Protogol

« Used to communicate network device status
« Applications can utilize ICMP
« ICMP is multi purpose, have different code and type

Examples:
Ping
Route redirect (Type:5, code:1)
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TCP Protocol

« Connection oriented
 Flow control

* Provides service addressing (http:80, smb:445,
etc)

« Applications hand data to TCP, TCP manages
data delivery ensures data has arrived ‘at
destination, no application intervention
required [ﬁFHI]




TCP Session Establishment

* SYN
« SYN; ACK
« ACK




TCP Data Flow

o Ack
 Push/Ack
o Ack




TCP Session Termination

* FIN¢ ACK
« ACK
* FIN¢ ACK
« ACK




TCP Session Reset

 PSH/ACK or ACK
* RST




UDP Protocol

* Connectionless

No session establishment

No delivery verification mechanism
 More Efficient and Faster

Less Overhead, data is just sent!
* Data flow maintained from\PPLICATION!!
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UDP Usage

 WINS Queries (Port 137)
 DNS Queries (Port 53)*

* Host announcements (Port 137)
» Kerberos (Port 88)*

* VoIP

* May use TCP based on payload data size. (max 512 bytes)




Application Protocols

* DNS (53cp/udp)

« DHCP

« SMTP (2%cp)

« HTTP (8@cp)

« SMB (445)

« RPC (135> 1024)
 FTP (21cp)

« Kerberos (8&idp/tcp)
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TCP/IP Model

TCP/IP Model

Data format Layer
| Data ]{ Application ]

4 ) App: DNS, HTTP, SSL| SMTP etc.
'Segments|s  Transport Transport: TCP
>_ End-to-end connections _:: Internet: |P
Network Access: ARP
( Frames ):| Internet SIRTE AEEESS

\_ IP (Logical addressing) & routing J

o G
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Normal Communication

http://extranet.contoso.com

Byte
ot o v by e sy

v

k gw.contoso.local al
<L IP: 192.168.1.254/24
,,,,,,, T M/MAC: aa-ac-de-00-10-90-64

1 2 3
9 9g128345% 789 3;1283845¢67288951
Ewe—b’* Word 'I

Client01.contoso.local
IP: 192.168.1.10/24
MAC: aa-bb-cc-00-00-10

HTTP = TCP 80 po
Cachejpconfig/ displaydns
Get |IP Address Hosts, %indir% System32drivers\ etc
DNS, WINS over network
Different Subnet> Routing

7

. . Host, route print
Decide routing Network, route print

Default Gatewayjpconfig- route print
Get MAC Address DY ————

Get Router MAC  jBsEEE -]

ARP resolution over network

& ¢

http://extranet.contoso.com
IP: 212.205.43.30 IONS
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TCP 3vay Handshake

Client01.contoso.local
IP: 192.168.1.10/24

MAC: aa-bb-cc-00-00-10 I

Byte
Offset
0

4
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htlp /lintranet.contoso.local
IP: 192.168.1.100/24
MAC:MAC: aa-bb-cc-00-00-64

|3| L1 |

[

Source Port 1897 Destination Port 1867 A 4

L ! 1 ! ! ! 1 ! ! ! 1 ! ! ! ! ! ! 1 ! L L
Sequence Number
L ! 1 ! ! ! 1 ! ! ! 1 ! ! ! | | ! ! ! 1 ! ! ! 1 L L L 1 L L L 20
Acknowledgmem Number Bytes

L ! ! ! ! ! ! ! ! ! 1 ! ! ! 1 L L L 1 L L L Oﬁset
Offset Reserved C E J F Window
L ! ! ! ! ! ! ! ! ! 1 ! ! ! 1 L L L 1 L L L

Checksum Urgent Pointer v
L ! 1 ! ! ! 1 ! ! ! 1 ! ! ! ! ! ! 1 ! ! ! 1 L L L 1 L L L

TCP Options (optional) v H n
1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1
] 5 I 6 7 8 I

1
0123456789123 4
|4—Nibble

9 9g123°4567288 1

Byte Word
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TCP End Communication (FIN)

i~
http://intranet.contoso.local
IP: 192.168.1.10/24

Client01.contoso.local
IP: 192.168.1.100/24

MAC: aa-bb-cc-00-00-10 ' MAC:MAC: aa-bb-cc-00-00-64

oBfﬁit RN SRR ANRN N SN AN AN LIRNENEN NN YRR SR
0 Source Port 1897 Destination Port 186 A 4
1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1
4 Sequence Number
1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 | | 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 20
8 Acknowledgment Number Bytes
1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 Oﬁset
12 Offset Reserved C E J&Fll:,a gSH s(F Window
1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1
16 Checksum Urgent Pointer

Y
L 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 L L L 1 L L L
J 20 TCP Options (optional) v
. 1 1 1 1 1 1 1 'I 1 1 1 1 Q'I 1 1 I 1 1 1 l2 1 1 1 I 1 1 1 1 1 1 3 1
Bt /01 234567 889 , 345% 7889 7312345671889 41

|<—Ninb|e—>|—5yle—>|—1.ﬂ.rord >| NNECTIONS




TCP End Communication (RST)

<
Cligntm .contoso.local http:/fintranet.contoso.local
IP._ 192.168.1.10/24 IP: 192.168.1.100/24
MAC: aa-bb-cc-00-00-10 MAC:MAC: aa-bb-cc-00-00-64

ot o v e B
0 Source Port 1697 Destination Port 186 A 4
1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1
4 Sequence Number
1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 | | 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 20
8 Acknowledgment Number Bytes
1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 Oﬁset
12 Offset Reserved C E J A Fll:,a R)S F Window
1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1
16 Checksum Urgent Pointer v
1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1
20 TCP Options (optional) v

1111111]1111|111I111|111|111|111
Bit 0 1 23456789 ,12345%%7889,123456789 g1
| Nibbie —}— Byte —3}— word »| NNECTIONS




Netstat, tcpview, cports

* Netstatcano, state and PID

& TCPView - Sysinternals: www.sysinternals.com o | B |t
- File Options Process View Help
| File Edit View Options Help & A~
‘ X @ v g M B 'Il Process s Protacal Local Address Remote Addiess State k2
A & ievplore.exeb... UDP tdiogos: 61245 B
Process Na.. Proces..  Protocol  LocalPort  LocalPor., Local Address  Remote.. Remote.. RemoteAddress RemoteHostName State Process Path € ievplore.exes6... TCP \diogos.europe.co... 10.32.2.114:8080  ESTABLISHED
& ievplore.eneiB.. TCP tdiogos. europe.co... 10.32.2.114:8080  ESTABLISHED
" C!\Program Fles (@6)\Microsoft Office Commu & iswplors nsb TCP tdiogos. swrope.co.. 103221148080 ESTABLISHED
Bloommunicato,, 3304 UDP 63655 127001 CA\Program Files (6)\Microsoft Office Commun = g :::E:g:::zg HBE :S:gggzggg?g
Biegloreee 568 TP 5 1015357 8080 10322114 Established ~ C!\Program Files (16)\Intemet Explorenesplore. Inofipe exe:S.. TCP tdiogos:42310 - tdiogos:0 LISTENING
. InoRpc.exesd... tdiogos. europe.co... *
Bieploreee 6765 TP 5B 1015357 8080 10322114 Established ~ C:\Program Files (x36)\Intemet Exploreriiexplore. = :nﬂ;m exa'g HSE ;:gﬂzgrgaa;rﬁgs ;g D E
. T InoRpc. exe
Bieploreee 6165 TP 69 1015357 8080 10322114 Established  C:\Program Files (&6)\Intemet Exploreniexplore. L InuF\s: ewe:f.. UDP tdiogos. europe.ca... %*
Bieglreee 32 WP R 121001 C\Program Files (136)\Intemet Exploreniexplore, T :?ﬁi";j%g ¥5?5 ES;S:QU.E!:%UQ@:U]A” ES;E:QEE:UU:U:U:U]U H?EME
Bieploese B WP A 127001 % ChProgram Files (x36)\Intemet Exploreniexplore, :—: ::zz :::;gg ?EFF"VB ;giﬂnggE?g?ngm | [DD DODDNNO  LISTENING
Begloreere 580 UDP 507 127001 ChProgram Files (36)\Intemet Exploreniexplore, ' mstsc.exe:5840 TCP tdiogos.europe.co... wlD0010024ms-.. ESTABLISHED
. B mstec.exeB584 TCP tdiogos.europe.co... wOB450000T:ms-... ESTABLISHED
Bieploeee 600 UDP 615 127001 C\Program Files (6)\Intemet Exploreniexplore. i~ OUTLOOKE.. UDP tdioges: 56323 s
P i OUTLOOK.E.. UDP di :5E143 =
Bieploreee 04 upp 63073 127001 C:\Program Files (86)\Intemet Exploreniexplore. ' services e TOF :dﬁiﬁi 1057 \diogos 0 LISTEMING
'.ﬁ\exp\ore‘a(e o768 UDP 6350 17001 C:\Program Files (@6)\Intermet Explorertiexplore. = Py LEF,;VB {gioo.go.o:.soé?.guéU].w.. [LOCO0ED0L0  LISTENING
Bieploeee 154 0P 69D 121001 C:\Program Files (86)\Intemet Explorer\explore, gimiiz} Hgg :::gggf:fmpa - i
i~ OUTLOOKEE 3440 upp 5632 127001 C\Program Files (6)\Microsoft Office\ Officel? svchost exe:1... UDP tdingos. europe.co.
. _— svchostexel.. UDP tdiogos:ssdp B
(v~ OUTLOOKEXE 340  UDP 58183 127001 C:A\Program Files (86)\Microsoft Office\ Officel2 sychost.evest... UDP 169.264.19. 21455, =
0 Sytem TP 15 gmp 0000 0000 Litening svehodterert.. UDE e e
. host 1. UDP i
@ System 4 0 1% nethios-s.. 1015357 0000 Listening ool DR TEa ot 190145
@ System 4 It nethios-s.. 1001.0.200 0000 Listening s svchostexer... UDP tdingos.europe.co.
N svchost.exerl.. UDP tdiogos: 59488 .
host exe: 1. UDPYE [0000:0: 0 0 0 0:0): 123 2
! L 4 E thgzl ::21 LDPVE [00:0:0: 0 000131 o
TT——— i 2 oo
85 Total Ports 5 Remote Connections, 1 Slected HirSoftFreeuare. R nisoftnct | Endpoints 91 Established:5  Listening: 27 Time Wait: 0 Close Wait: 0
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TCP States

Passive O Ln T Active Open

LISTEN :
r:SYW s:SYN

pYN RCVIp r:'SYN/s:SYN+ACK PYN SENF

e %YN ACK/sACK |

STABLISHE €LOSE WAIT

r:FIN/s:ACK
/Sﬁ ls:FIN
Active.Close

AST-ACHK
F-INWAIT- LEINSACK €1 OSING ! ACK

(of EIN)..
Passive Close

LN

s:FIN

J'r:ACK (of FIN) l r:ACK (of FIN)

EIN WAIT- 2 FiNsack  LME WAIT After 2MSL
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Meoca amo tov sniffer!
Xpnon Bactkwyv QIATpwY
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Capture vs Display Filters

» Capture filter applied while network tracing
controlling data being captured

— Generally we want to capture all traffic

 Display filter applied any time to control what
Is displayed

=
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* tCcp.port == <xxx>, udp.port == <xXxx>
o Ip.addr == <XXX.XXX.XXX.XXX>, Ipv4.address
« http, dns, dhcp, bootp, kerberos, ftp etc

* Filter separators:
&&, ||, !, ==







Common connectivity problems

DCO1
192.168.3.20/24
| | : 192.168.2.254/24
(__'_1 N——192.168.3.254/24

CAO03
192.168.2.13/24

/g

DCO02
192.168.3.1/24

MYPC Thanassis
192.168.3.184

— ____NiTil

CONNELCTIONS



DNS

« Common dns traffic
* DNS over TCP?

QOILMW;B! _’Ij<'>h Ah |
Active Directory




DHCP

 DHCP normal traffic (DORA)
* Not able to get IP




FTP

 Inspect downloaded files
 Password clear text?




RPC

« How RPC works
* Ports?
 Firewall configuration




RPC




Kerberos

* Normal Kerberos logon
* Huge traffic between network sites

e RPC Server is unavailable




Kerberos

Kerberos
Operation

Authentication Server

Step 2
TGT : service, [client, client address. validity, KeYcien. tosi]Ke¥Tas;
Authenticator : [client, timestamp]Key iem, a5
Step 3
Ticket (gicor, servicer © Service, [client, client address, validity, Kev gicn, servicer ] K€V service)
[Ke¥ictien, servieey ] KE¥ivlicnr, Tas)

Ticket Granting Server

Client

Si‘ep 4

Print Server

IT
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HTTP

 Get, Post commands
* Everything is clear text
 Basic Authentication




HTTPS and decryption

* Need server certificate exported with private
key

« Convert certificate to .pem file

» Configure wireshark for decryption




Misc Problems

 RPC Server again unavailable, during logon
* RDP connection problem, ICMP!
 RDP connection problem, MTU!
 SQL, SMB connection error

« DCOM Error every five minutes

* Windows update problem!!

» Port scanning

—

_—
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Wireless Monitoring

e Filter
Wifl.metadata.irssi or wif.metadata.rate




Sniffer Placement

» Host installation

« HUB

* Monitor port (spanning port)
* Network TAP




Euxaplotw moAuU!
KaAo
network tracing
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